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Management Summary

Data handling security guidance for schools

Recent losses of personal and sensitive information have highlighted the need to update security guidance. This guidance should help to prevent
similar losses and minimise the risk of data being misused should media or devices fall into the wrong hands.

Data protection legislation states that all those who hold personal data, whether on paper or electronically, must keep that data secure. This also
applies to schools. Personal data is defined as any combination of data items that identifies an individual and provides specific information about
them, their families or circumstances. This includes names, contact details, gender, dates of birth, unique pupil number (UPN) and so on, as well
as other sensitive information such as academic achievements, other skills and abilities, and progress in school. It may also include behaviour
and attendance records.

This document aims to distil the key messages outlined in Data Handling Procedures in Government so they are applicable to schools and is
intended for school leaders, senior leadership teams, network managers and other members of staff who have responsibility for handling and
securing data.
There are five accompanying good practice guides:
e Impact levels and labelling
Data encryption
Audit logging and incident handling
Secure remote access

Dos and Don'ts (Dos and Don’ts is a common sense guide that senior leaders can make available to staff to ensure everyone within an organisation knows how they should be
helping keep data secure)

This summary guide provides a description of the procedures and suggests possible technical and operational solutions that can assist schools
in minimising the risk of data security incidents and complying with existing legislation. These good practice guides should be read by school
network managers and those responsible for implementing technical solutions.

The underlying principle of this guidance is that schools should do everything within their power to ensure the safety and security of any material
of a personal or sensitive nature.

Note: Related documents:

Schools Network & Systems Security Health Check (Resource ID: 3609)
Factsheet 2 - Remote Access for School Staff (Resource ID: 3465)

Factsheet 3 - Hosting MIS Data Systems (Resource ID: 3465)

Factsheet 5 - Schools Email System (Resource ID: 3465)

Improving School Network Security (Resource ID: 4656)

Minimum Server Solution to comply with Security Guidelines (Resource ID: 4511)
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http://schools.becta.org.uk/index.php?section=lv&catcode=ss_lv_saf_se_03&rid=14734
http://schools.becta.org.uk/upload-dir/downloads/information_handling_impact_levels.pdf
http://schools.becta.org.uk/upload-dir/downloads/data_encryption.pdf
http://schools.becta.org.uk/upload-dir/downloads/audit_logging.pdf
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http://c9s.e2bn.net/e2bn/leas/c99/schools/c9s/web/public/Techsupport_team/info/webpages/tid/Advice/Schools%20Network%20Security%20Health%20Check.pdf

1. Impact levels and labelling

Subject

Issue ldentified

Management Action — Advice & Guidance

1.1 The Data
Protection Act

The Act applies to personal data (information that applies
to a living person) whether it is held on a computer system
or on paper. There are particularly stringent rules
surrounding 'sensitive' data such as pupil identifiers, pupil
characteristics, special educational needs, health,
religious beliefs, ethnic background, home address and
criminal offences.

The Act requires that data is processed in accordance
with certain principles and conditions. Personal data can
only be processed under one or more of the following
rules:

# An individual has given consent

# Itis part of a contract

# Itis alegal obligation

# Itis necessary to protect the individual

# Itis in the legitimate interests of the data controller.

For processing sensitive data, whilst explicit consent must
be obtained in many contexts, it is not necessary if there
is a clear business purpose. Within the education sector,
for the purposes of delivering an education, consent is not
required, however, the reasons for collecting and
processing personal data must be completely transparent.

Every item of personal data that is held or processed must be
accurate and up to date, and held for no longer than necessary.
When data is no longer relevant to the purpose for which it was
originally obtained, and/or has reached the end of the period for
which it must legally be retained, it must be destroyed in
accordance with the relevant Impact Level of the data.

The security of personal information must be maintained and any
disclosure of personal data must be properly authorised. There are
specific consent requirements in respect of data transferred to
countries outside the European Economic Area (EEA). You can find
further information from the Information Commissioner’s Office
[http://mww.ico.gov.uk].

It is a legal requirement to protect sensitive data. Individuals
entrusted with protected data, however derived, are accountable for
the protection and compliance with the laws. This is enforceable
through local human resource processes and failure to comply may
be construed as gross misconduct, the culprit could face
prosecution. Any security policies and procedures that have been
mandated in any contractual relationship with third parties or
suppliers will also need to cover the protection of sensitive data.

Note: Examples of commonly used information which are classified as
sensitive data in the Becta Guidance are the Unique Pupil Number, or
combinations of sensitive data in student names and dates of birth. Schools
should be aware of this when choosing usernames.
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Subject

Issue ldentified

Management Action — Advice & Guidance

1.2 Protected
markings and
labels

Due to the complexity of classifying reports
generated from protectively marked data, it is
recommended that where possible educational ICT
systems should be set up to label the output of
any protected data as IL3-Restricted by default
(implicit labelling). Where new systems are being
procured it is recommended that implicit labelling is
included as part of the functional specification and
ICT requirements.

Level Type Impact
IL1 Personally
identifiable or Limited impact but
Not aggregated beyond caution must be taken
sensitive 1,000 records at all times
- Class list of names
IL2 - Class list of names | The vast majority of
and DOB data should be
Protect - Attendance, classified at IL2-
Assessment Protect or lower
information for a Likely to cause
single or multiple embarrassment to an
students individual or
organisation
IL3 - Free School Meals | Most of the
- Special Needs information in a
Restricted record school’s MIS is likely
to fall into this
category
Likely to cause loss of
reputation to an
individual or
organisation
L4 Additional detail to Likely to cause loss of

Special Needs, or
Child in Care

reputation to an
individual or
organisation

The guidance categorises information according to “Impact Levels”. Of these,
only levels 2 and 3 are likely to apply to information in schools.
In summary, key guidelines and considerations are that:

e Owing to the complexity of classifying reports generated from protectively
marked data, it is recommended that educational ICT systems are set up
to label the output of any protected data as IL2-Protect by default (implicit
labelling).

e Forinformation about labeling whilst transferring documents see 1.7
Document transfer

e All paper-based protected data must have a header and footer printed on
each page containing the Impact Level and Classification in the header
and the Release and Destruction marking in the footer and should be
securely deleted or shredded when no longer needed.

e |L1-Protect and IL2—Protected material must be encrypted if the material
is to be removed, or accessed remotely, from the school or other relevant
government or commercial premises.

e All IL2—Protect and IL3—-Restricted printed material must be held in a
lockable storage area or cabinet

e Protected data at IL2 or above (A typical MIS view showing a single
learner details would be classified as IL2-Protect. The view might contain
medical information and notes, demographic details, NHS number and so
on), in either paper or electronic form, must be disposed of in a way that
makes reconstruction highly unlikely. Electronic files must be securely
overwritten (at least seven times) and other media must be shredded,
incinerated or otherwise disintegrated.

Note: No school MIS currently implements Impact Level Labelling. Until such time as

system controls are implemented, schools should advise staff via policy and

procedures and labelling specific reports that are commonly used and high risk, such
as data collection sheets. Schools should make use of the existing features available in
systems to allow headers and footers to be added to exported reports and views of

data.
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Subject Issue Identified Management Action — Advice & Guidance
It is a legal requirement to protect sensitive To summarise:
1.3 What data, and Data Handling Procedures in e For now, assume all data is IL 3 unless clearly IL 2. Becta have been

measures should
schools take to
protect data?

Government sets out the measures that schools
should adopt to maintain data security:

For schools, this means that they must encrypt
any data that is classified as Impact Level 1
(IL1—Protect) or higher if this data is removed or
accessed from outside any approved secure
space such as a school, local authority or
premises of contractors such as suppliers of
managed services. Education organisations
must also ensure that data classified as IL1—
Protect or higher is encrypted when it is in
transit from one location to another, including
transit from one approved secure location to
another.

asked to provide further more detailed guidance on categories.

Ensure all data in transit (either over networks or on removable media) is
encrypted.

Put headers and footers onto printed reports that show the impact level
and the release and destruction, e.g. IL 3 Restricted, Securely Delete or
Shred, particularly on regularly used reports and those with a significant
amount of personal data, e.g. Data Checking Sheets.

Ensure that IL 2 and IL 3 printed material is stored securely (locked
cabinet).

Ensure that all IL 2 and IL 3 information is securely disposed of. Further
guidance will be available on deletion of electronic files.

When data is required by an authorised user from outside the school
premises (for example, by a teacher or student working from their home
or a contractor) they must have secure remote access to the management
information system (MIS) or learning platform.

Sensitive or personal data must be securely deleted when it is no longer
required.

Note: The user producing sensitive information is individually responsible for
determining the Impact Level classification and applying the appropriate Label and
Release Marking e.g. this means that users creating reports in SIMS/MIS Systems or
creating pupil achievement records are responsible for the labeling of these documents.
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Subject Issue Identified Management Action — Advice & Guidance
Owing to the complexity of classifying reports Where new systems are being procured it is recommended that implicit
1.4 Implicit or generated from protectively marked data, it is labelling is included as part of the functional specification and ICT

default labelling

recommended that educational ICT systems are
set up to label the output of any protected data
as |IL2-Restricted by default (implicit labelling).

As of September 2008, the vast majority of
systems do not enforce data protection on the
basis of Impact Level labels.

requirements. If it is not available, vendors should be required to
demonstrate how they will deliver this functionality within a reasonable
timescale.

Note: Access to protected data must be controlled according to the role of the user.
Not every member of staff should need access to the whole MIS.

Note: It is assumed that all data on Centrally Hosted MIS and the Office Share/Staff
Share on ICT Service provided local File Servers contain IL3 Data. ICT Service
provided File Servers and Centrally Hosted MIS meet the Becta recommendations.

Subject

Issue ldentified

Management Action — Advice & Guidance

1.5 Document
storage

It is important that an ICT system handling
protected data is able to label information
based on its sensitivity.

hide the existence of files from unauthorised users

separate directories at the correct levels also makes the automated
copying and labelling of data easier to enforce.

Files can be stored in directories that reflect their label (a directory
labelled IL-2 for example) to facility this process)
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Subject

Issue ldentified

Management Action — Advice & Guidance

1.6 Document
access

Users must be assigned a clearance that will
determine which files are accessible to them. If
the existence of files will also be restricted, then
the application must have some way of
enforcing this (by only searching in the
appropriate directories, for example).

Files can be stored in directories that reflect their label (a directory labelled
'IL-2', for example) to facilitate this process.

Note: Newly installed ICT Service provided File Servers and Centrally Hosted MIS meet
the Becta recommendations for directory labelling.

Careful consideration must be given when allowing technical staff to access systems,
the school should be aware that users with administrative rights will be able to access
ALL data regardless of directory security.

Subject

Issue ldentified

Management Action — Advice & Guidance

1.7 Document
transfer

Most complications will occur when documents
are transferred between systems. The main
issue here is ensuring that the appropriate label
is maintained.

Note: When transfer across national borders is
involved, international laws and regulations will also
need to be considered. Whilst it is perfectly legal to
transfer personal data between European Economic
Area (EEA) countries for example, the same is not
true when exporting data from the EEA to non-EEA
countries. In this case, the label could be enhanced
to include a country identifier in order that such data
flows can be strictly controlled

e The act of transferring data will also require security policies to be
enforced by each system to ensure that only particular data flows are
allowed. For example, a link might only be suitable for a particular range
of labelled documents.

e If the label configurations on the systems are compatible (ideally
homogeneous), then the label can be simply reused, subject to ensuring
that the representations are correct (that is, the same values are used).

Note: Transferring data as part of the 14-19 agenda can be an issue if one system does
not adhere to these guidelines. It would not be acceptable to send data to a school with
an MIS that does not have impact labelling.
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Subject

Issue ldentified

Management Action — Advice & Guidance

1.8 User Interface

It is also important that the application should
confirm label usages that involved downgrading
an Impact Level from IL3 to IL2 (that is, to a less
sensitive and therefore less protected level),
and those that involve the assignment of very
sensitive labels. In the former case, there is a
risk otherwise of a security breach, and in the
latter case, once highly sensitive (IL-4 and
above) data has been mislabelled, it may be
difficult to subsequently assign the correct label.

Built-in safety can be enhanced by setting a 'safe' default where users are
given a choice. If the system can ascertain the correct label it must do so.

Labels themselves can be simplified via the use of aliases, so that a more
understandable version can be displayed.

Colour and symbols can be used to enhance the displayed labels to
ensure that the potential for confusion is reduced.

Subject Issue Identified Management Action — Advice & Guidance
' Although it is possible to emulate labelled e Data flows would need to be established via an agent that can analyse
1.9 Emulating systems, this is likely to be inferior to the 'real

mandatory access
controls

thing'. One area where it might be appropriate,
however, is where a system operates at a single
(as far as the label level is concerned) security
level (the classic 'system high' configuration),
but needs to be able to import and export data
with other systems.

the labels and enforce the information flows. This is possible using
commercial application filtering gateways such as Microsoft’s Intelligent
Application Gateway. Implicit (default) Impact Levels are associated with
the system, encoded in the IP header, and when passed between co-
operating ICT systems the security policy enforces the classification and
release markings.

An alternative to this is to encrypt each document with a key that is
related to the label. This would allow all data to be exported (since only a
legitimate user could read the contents) but this would require a PKI
(Public Key Infrastructure) to support it.
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Subject

Issue ldentified

Management Action — Advice & Guidance

1.10 Auditing &
Printed
documents

Data Handling Procedures in Government
outlines security requirements for logging
activities of data users in respect of
electronically held personal information and for
appropriate responsible individuals to check it is
being properly conducted. It has particular focus
on those working remotely and those
applications with higher levels of access (IL2
and above).

e Labelled systems can only be fully effective when backed up by an

equally high assurance audit system. This audit system must record all
operations regarding labels.

e Summary records must be shared with the applicable Information Asset
Owner (IAO) and be available for inspection by the UK Information
Commissioner’s Office on request.

Note: Put headers and footers onto printed reports that show the impact level and the
release and destruction, e.g. IL 3 Restricted, Securely Delete or Shred, particularly on
regularly used reports and those with a significant amount of personal data, e.g. Data
Checking Sheets.
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2. Data encryption

Subject

Issue ldentified

Management Action — Advice & Guidance

2.1 What needs to
be encrypted

UK government guidelines stipulate that all
public bodies (which includes educational
organisations) must encrypt any data that is
classified as Impact Level-Protect (IL1-
Protect) or higher if it can be accessed from
outside any approved secure spaces.
Examples of approved secure spaces
include schools, colleges, universities local
authorities and the premises of support
contractors.

Organisations must also encrypt any
Impact Level 1-Protect (IL1-Protect) data
or higher that might be removed from an
approved secure space. These
requirements apply to data that is held on
hard drives, portable media such as DVDs,
CDs and USB drives, as well as to back-up
tapes, computer networks (such as storage
area networks) and offsite back-up
services.

This aspect of the Becta guidance covers data used outside of the school's CCN
Network.

e Users may not remove or copy sensitive or personal data from the school or
authorised premises unless the media is encrypted and is transported
securely for storage in a secure location.

e Authorised users accessing data from outside the school premises must do so
by secure remote access.

e Users must protect all portable and mobile devices, including media, used to
store and transmit personal information using approved encryption software.

e Organisations or users must securely delete sensitive or personal data when
it is no longer required.

e This applies to schools using services such as Microsoft Sky Drive or Google
Apps, schools need to ensure that they are not storing any sensitive data on
these systems

Note: Schools using the county’s Centrally Hosted MIS do not need to take data off the
network and already have secure remote access. There should be no reason to put data onto
removable media as data is always accessible. By using the system appropriately, schools
using central hosting are compliant with this part of the guidance.

Schools accessing data using the county’s 2 x factor authentication provision comply with
the guidance for remote access
Schools should note that the B2B process and S2S are secure and comply with the guidance.

If your organisation does not have encryption now, you should stop all copying, removing or
accessing protected data until you have software to encrypt files and protect the
communication links accessing this data.
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Subject

Issue ldentified

Management Action — Advice & Guidance

2.2 Personal
entertainment
devices

Personal music players such as the iPod
and other entertainment devices such as
tablets can be considered ubiquitous these
days and come with increasingly large data
storage capacities.

Currently there are no commercial, certified or open source products available to
secure the storage areas of these devices. It is therefore recommended that
personally identifiable data is not stored on these devices.
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Subject

Issue ldentified

Management Action — Advice & Guidance

2.3 Entire disk
versus file/folder
encryption

Protected data held on a device, for
example a laptop, can be encrypted either
by full-disk encryption or file/folder
encryption.

A key advantage of full-disk encryption is that it is easier for users as they do not
need to know how it works or how to set it up. They can continue to use their
laptop in the same way. Full-disk encryption is also compatible with a wide range
of operating systems and applications.

Note: Any type of “disk” is covered by this guidance including USB sticks, removable hard
drives.

However, a key disadvantage of full-disk encryption is that once protected data
leaves the device, it is no longer encrypted. If a user copies an encrypted
protected file to a USB drive it is decrypted during the process and is no longer
secure. The same is true if a user attaches the same file to an email or if they
copy the file onto a DVD or CD.

Both full-disk encryption and file/folder encryption methods slow down laptop
performance by 3-10 per cent. Full-disk encryption is more efficient and provides
faster individual file/folder access compared to file/folder encryption, but it
increases start-up times for booting up and applications.

Education ICT Service Procurement team are currently working with Dell to test
available products for hard drive and USB encryption.
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Subject

Issue ldentified

Management Action — Advice & Guidance

2.4 Enterprise
versus stand-
alone solutions

While it is possible to conform to current privacy
legislation using the stand-alone solutions
explained later in this document, there are
significant issues that need to be understood
before using them. Enterprise solutions, such as
those supplied by Entrust, Microsoft, PGP and
others, provide a manageable and reliable
infrastructure that is designed to address these
issues. In terms of one-off costs, the
recommended stand-alone solutions are usually
free or low cost. However, the Total Cost of
Ownership (TCO) for an Enterprise Solution may
be lower when other long-term costs (for
example, manageability) are considered.

Whichever technology is deployed, organisations need to be sure that:

e the technology has been thoroughly tested on the platform(s) they use
e the technology will keep up with the changing technological landscape
e there is someone to call when something goes wrong.

Stand-alone encryption solutions do not provide reliable information recovery
because encryption relies on a credential (password or token) that belongs to
an individual user. Organisations using stand-alone solutions must have
additional operational procedures in place to make sure that they do not
permanently lose credentials.

The ideal Enterprise solution for schools will provide:

o full-disk encryption for all laptops and file-level encryption (so that files
retain their protection if they are moved, copied or sent)

e key management and recovery capabilities

e secure automatic file deletion

e ease of use, requiring little intervention or knowledge of the underlying
technology by the average user

e compatibility with various two-factor authentication mechanisms

e certification to FIPS 140-2.

Education ICT Service Procurement Team currently developing a long term
solution based on MS BitLocker underwritten by Dell & Microsoft
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Subject Issue Identified Management Action — Advice & Guidance

_ Becta has not conducted formal evaluation of The products listed below are presented as example products that will meet
2.5 Encryption these products and therefore does not endorse | the intent of Data Handling Procedures in Government.

products . .
any specific solution.

9|IqoN
SMOPUI

Representative products

SMOPUIA
uondAioua
3|l} 20y-py

MS BitLocker

MS Windows EFS
WinZip

Disk Protect
CheckPoint

PGP Desktop/Enterprise

Entrust Entelligence
FileVault

DiskUTtility
Knox
TrueCrypt X

BestCrypt For Linux X
Pointsec Mobile X X

McAfee Endpoint X
BeCrypt PDA Protect X
Cruzer
IronKey
StealthMXP
Kingston
Kanguru
http://schools.becta.org.uk/upload-dir/downloads/data encryption.pdf offer
further information on various encryption products, the functions they perform

and in some cases, how to configure them.

X

XXX XXX | X
XXX X[ X

XX XXX XX

XX

XXX XXX

Education ICT Service Procurement Team currently developing a long term
solution based on MS BitLocker underwritten by Dell & Microsoft
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Subject

Issue ldentified

Management Action — Advice & Guidance

2.6 Encrypting
protected data in
transit

Data in transit is any type of information that is
transmitted between systems, applications or
locations. The secure transmission of protected
data in transit relies on both encryption and
authentication. There are four critical functions
provided by this technology:

e Encryption of the data itself

e Ensuring that the computers at each
end are the computers they say they
are

e Ensuring that the user at the remote
end is who they say they are

e Ensuring that the user is authorised
to access the requested data.

The following encryption mechanisms comply with Data Handling Procedures
in Government to protect data in transit:

* TLS/SSL or IPSec — for remote login and remote command execution over
Transmission Control Protocol/Internet Protocol (TCP/IP) networks.

Note: the Certificate Authority you use should use SHA 1 encryption rather than MD5
hash which have proven vulnerable to attack. This also applies to externally hosted
MIS/Learning Platforms.

» Secure Shell (SSH) — for remote login and remote command execution over
Transmission Control Protocol/Internet Protocol (TCP/IP) networks

» SSH File Transfer Protocol (SFTP) — for encrypted file transfers and
manipulation functionality over any reliable data stream. It is typically used
with the SSH protocol to provide secure file transfer, but is intended to be
usable with other protocols as well.

» Secure Copy (SCP) — for securely copying files between a local and a
remote host or between two remote hosts, using the SSH protocol

* Public Key Infrastructure (PKI) — a PKI is the combination of software,
encryption technologies and services that creates and manages the use of
public keys.

Note: Wireless Fidelity (Wi-Fi) Protected Access (WPA and WPA2) should be used to
secure Wi-Fi computer networks, this also applies to users’ home wireless whilst
accessing sensitive data remotely.

The de facto internet standard for encrypting web-based information
interchanges is Transport Layer Security or TLS, previously known as Secure
Sockets Layer (SSL). This protocol is based on SSL v3.0. Today, TLS is
supported by parts of both server and client software. All modern browsers
support TLS/SSL. However, SSL is still currently the most frequently
used method to provide security for internet communications.
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Subject

Issue ldentified

Management Action — Advice & Guidance

2.7 Securely

deleting protected

data

A normally deleted file can be recovered, even if
the file is later overwritten by a new one.

Comma separated files typically used in
educational MIS and learning platform systems
contain significant protected data. These files
must be encrypted and securely deleted.

Persistence of protected data may occur when
encrypted files are opened, laptops are placed
in hibernate or suspend mode or when web
applications hold protected data in memory.

Data Handling Procedures in Government requires the secure deletion of
temporary files by randomly overwriting files to Government standards
(usually seven times). This functionality is provided by the use of encryption
software.

Examples of products that can securely delete data include:
+ SDelete (Secure File Deletion Windows)

Shredder (Secure File Deletion Windows)

Eraser (Secure File Deletion Windows)

Compost (Secure File Deletion MAC)

PGP (Secure File Deletion Windows and Mac)

» Wipe (Secure File Deletion Linux).

http://schools.becta.org.uk/upload-dir/downloads/data encryption.pdf offer
further information on about these products.

Note: Electronic files must be securely overwritten (at least seven times) and
other media must be shredded, incinerated or otherwise disintegrated. This
causes issues when we need to decommission old servers and PCs.

Further advice and guidance available by visiting www.ccceducation.net >
Resource ID 3812.
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2.8 Data handling
policy

In order to comply with the intent of the Data
Handling Procedures in Government, it is
essential that Schools have a Data Handling
policy ensuring a holistic security approach is
taken. Encryption does not work in isolation
from the other Information Assurance (l1A)
elements. These elements include requirements
for:

* Identification

 Authentication

+ Authorisation

» Accountability

* Audit

http://www.cabinetoffice.gov.uk/reports/data _handling.aspx provides schools
with a summary of the requirements of the report, Data Handling Procedures
in Government. The important document to focus on being Cross Government

Actions: Mandatory Minimum Measures [PDF 56KB, 7 pages]

http://schools.becta.org.uk/upload-dir/downloads/data_encryption.pdf offer
schools further information about setting up a Data handling policy, in
particularly Appendix A: Data handling policy.

Subject

Issue ldentified

Management Action — Advice & Guidance

2.9 Taking
protected data
overseas

Governments have long restricted the export of
cryptography and many countries have passed
laws, or are considering laws, to maintain law
enforcement and national security capabilities
through regulation of these technologies.

Even though encryption is required to be used
in the UK, there are some global operational
considerations that must be considered.

Encryption is controlled or restricted in many countries. Care must be taken
when travelling to certain countries with laptops and mobile devices that
contain encryption software. Always check before leaving the UK with
encryption software. These two general reference sites provide current
information on encryption restriction guidance:

e http://rechten.uvt.nl/koops/cryptolaw/index.htm

e http://www.wassenaar.orq

http://schools.becta.org.uk/upload-dir/downloads/data_encryption.pdf offer
further information on Encryption restrictions, in particularly Appendix B:
Taking protected data oversea.
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3. Audit logging and incident handling

Subject

Issue ldentified

Management Action — Advice & Guidance

3.1 The need for
audit logging

Collecting logs is a critical part of providing a
safe and secure ICT infrastructure for
educational environments.

Schools will be required to configure a system
that consolidates all of the data recorded by the
information management systems, learning
platforms and portals.

A typical network arrangement for an
educational organisation has a number of items
of hardware that schools or local authorities
should collect audit logs from, including:

» hardware and software based firewalls

* web servers

» domain controllers

* learning platform web-servers

» web portal, database, query and index servers
* mail servers and web mail servers

« file servers

* routers

* networked PCs and other connected devices.

The rapid growth of ICT in schools, combined with the current regulations,
requires educational organisations to collect audit data on an enterprise-
wide basis. This will include physical devices, network and security
devices, hosts, databases and the wide range of commercial and bespoke
applications. Audit logs should be collected from each of the network
devices, and held for the length of time stated in the relevant local audit
policy. Logging produces large amounts of data, so schools do not need to
retain it indefinitely. However, specific security events should be archived
and retained at evidential quality for seven years.

Note: It is the schools responsibility to retain and analyse the audit logs for their own
systems.

Data which needs to be kept for 7 years are defined by the schools
acceptable use policy. Examples of this could be:

» Users who repeatedly fail to logon.

» Users who fail to open files or folders due to insufficient permissions

* Unusual use of admin privileges.

» Users who have repeatedly failed to access system services.

These audit logs must contain: The three ways to monitor security
* The data and time of the event breaches are:

* Unique ID * Network level TCP/IP

* Type of event success/failure « Server and application

» Any modification to secure databases | « Process specific

Action: Education ICT Service to recommend a common Acceptable
Monitoring Policy to be adopted in schools
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3.2 Routers and
firewall devices

All school or local authority routers should be
able to stream logging data to a central audit
server. The central server keeps the data
organised. For example, routers can stream log
data to a designated audit and compliance
server.

CNN Routers and Firewalls are managed by NTL/Serco who will implement
manage and provide the logs.

Note: To be brought into line with Government Connects’.

Subject

Issue ldentified

Management Action — Advice & Guidance

3.3 Linux servers

Which Devices do we audit? The Linux servers
record access, data transfer and throughput to:

e Learning Platform servers

0 web servers
0 database servers
O audit servers.

Schools running Linux servers need to take note of this advice.

Note: Cambridgeshire County Council provided Cacheboxes (which are all Linux based)
are audited by E2BN who will provide a centralised logging system.
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_ The Windows servers that record access, Additional logs will have to be enabled based on the specific hardware
gg';\\llglrrsldows transfer data and record throughput include (but | configuration located in each school. Internet Security and Acceleration (ISA)

are not necessarily limited to):

o Internet Security and Acceleration (ISA)
firewall servers
J Portal servers
0 Web front end servers
o Database servers
0 Indexing servers
o Query servers

e MIS server

e School central/ domain controller
servers.

The native log events that are available come
from:

o applications: information on actions
performed within applications as
programmed by the software vendor(s)

o security devices: information about user
and processes with regard to security
policy

o system level events: information about

processes as related to core system
functions such as DHCP, netlogon and
other specialist services and events.

servers are able to monitor their own usage through using tools bundled
within their distribution.

Education ICT Service is investigating the development of a solution to be
offered as part of File Server Support SLA service.
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4. Secure remote access
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Management Action — Advice & Guidance

4.1 The need for
secure remote
access

Together with the requirements of the Data
Protection Act 1998, these measures place new
obligations upon schools in relation to any data
that is classified as Impact Level 1 (IL1-Protect)
or higher if this data is removed or accessed
from outside the school. Education
organisations must also ensure that data
classified as IL1-Protect or higher is encrypted
when it is in transit from one location to another,
including transit from one approved secure
location to another.

Typical data stored in management information
system (MIS) reports or staff access is to data
that is classified as IL1 or IL2—Protect.
However, it is good practice to use two-factor
authentication for staff who have access to
management information systems, even if the
data they are accessing is classified at IL2-
Protect.

Schools using third party email systems while
sending IL2 data or storing IL2 data offsite such
as parental access data being stored at an
external ISP may not be using SSL mean they
are contravening this advice, unless the data is
encrypted before leaving the school e.g. using
file encryption options in a tool like PGP or
Truecrypt.

Providing secure remote access to educational systems and the protected
data they contain requires multiple technologies that address:

e authentication —who or what system is trying to connect (identity
management); ensuring that the users and the computers at each
end are who they say they are

e authorisation — the types of tasks you wish to perform and
ensuring that the users at the remote end are authorised to access
the data

e geographical restrictions — protected data may not be accessed
remotely unless encrypted, and access requires specific network
connection

e encryption —to protect sensitive data in transit, and file or full disk
encryption for any storage media that holds protected data

e audit — logs of access to protected data must be held at evidential
quality for seven years.

Note: We do not allow single factor authentication to MIS data for staff as we adopt the
“System High” Security model which dictates that all information on the MIS system
should be treated as the highest level it can be. As staff can access multiple records it
is likely that some reports would be IL3 Restricted, therefore all access requires two
factor authentication.

Page | 20




Subject

Issue ldentified

Management Action — Advice & Guidance

4.2 External
access in schools
by Impact Level

« SEN IL4 data elements: NO remote access
allowed.

e SEN ILR3- Resticted (with no IL 4 data
elements) Encrypted 2 x factor authentication.

Parents and learners should be provided with
online access to information about:

* Attendance and behaviour (both positive and
challenging).

* Progress and achievement.

* Special educational needs.

No school MIS currently implements Impact
Level Labelling. At present MIS/SIMS does not
distinguish between IL3 SEN and IL4 SEN data
which potentially could mean denying any
remote access to MIS/SIMS.

Recommendation for MIS providers to update their software with the ability to
distinguish between IL3 SEN and IL4 SEN data and preventing IL4 data being
displayed remotely.

Note: Schools should be careful when selecting the information available to parents.
Reports for parents to access online must, therefore, be chosen carefully so that only
information that is IL2-Protect or below is made available

Subject

Issue ldentified

Management Action — Advice & Guidance

4.3 Encryption-
only options for
protecting data in
transit

Wireless Protected Access (WPA and WPA2) —
to be deployed to secure Wi-Fi computer
networks. Either WPA or WPA2 is to be enabled
and chosen in preference to wired equivalent
privacy.

Note: School should ensure users sign up to a policy accepting and complying with
these standards when accessing sensitive data remotely via a wireless network.
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4.4 Special
security
considerations for
online reporting

Information Asset Owners (IAOs) are those
individuals in your institution who are
responsible for identification of protected
information assets (data and applications). Their
role is to understand what information is held,
what is added or removed, who has access to
the data and why. They are the responsible
parties for granting remote access to any
protected data.

These individuals are key to implementation of secure remote access, the
operational and technical procedures facilitating compliance, and reporting on
and auditing the information assurance programme within the school.
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4.5 Remote
access approval
by the Information
Asset Owner

Remote access approval by the Information
Asset Owner.

Code-based filtering within learning platforms and portals must be in place to
prevent the execution of insecure code in order to prevent the by-passing of
security measures.

Note: Code based filtering is incorporated within the County Council provided SLG
solution. Schools who choose to implement bespoke or 314 party solutions (e.g. Moodle)
need to ensure their systems meet this standard.
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